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User Requests to Install or 
Play a Music File 
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Verification Module Randomly Selects 
a Block of Data 
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Verification Module Asks the Client to 
Produce the Data Associated with 
the Selected Block 
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Verification Module Performs a Digest 
Operation on the Data Received from 
the Client 
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Verification Module Compares the 
Result of the Digest Operation to 
Known Verification Data (Digests) 
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Yes 




Yes 



Prevent Installation or 

Playback of the 
Requested Music File 



Allow Installation or 

Playback of the 
Requested Music File 
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Verification Module Randomly Selects 
another Block of Data 
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"Disc Name" Digest 



Digest 1 



Digest 2 



Digest 3 



Digest 99 



Digest 100 
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Computer System 



Game Application 
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Digests 
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Calendar Application 
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Digests 
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Verification 
Module 
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CD-ROM 
Drive 
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User Requests to Launch 
an Application Program 
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Verification Module Randomly Selects 
a Block of Data 
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Verification Module Reads the Data 
Associated with the Selected Block 
from the CD in the CD-ROM Drive 
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Verification Module Performs a 
Digest Operation on the Data Read 
from the CD 
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Verification Module Compares the 
Result of the Digest Operation to 
Known Verification Data (Digests) 
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Do Not Launch the 
Requested Application 



Launch the Requested 
Application 
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Verification Module Randomly Selects 
another Block of Data 
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